Abstract-A linear feedback shift register (LFSR) is a basic component of a linear scrambler and a stream cipher for a communication system. And primitive polynomials are used as the feedback polynomials of the LFSRs. In a non-cooperative context, the reverse-engineering of a linear scrambler and a stream cipher includes recovering the feedback polynomials and the LFSR's initial states (which are the secret keys in the case of stream ciphers). The problem of recovering the secret keys of stream ciphers has been extensively studied. For example, an effective approach for recovering a secret key is known as the correlation attack in the literature. The problem of reconstructing the feedback polynomials of a stream cipher and a linear scrambler has been studied recently. Both recovering the LFSR initial states by the above-mentioned correlation attack and reconstructing the feedback polynomials are highly dependent on an assumption, that is, they require that the feedback polynomials have sparse multiples of moderate degrees. Hence, in order to build linear scramblers and stream ciphers that are robust against reverse engineering, we should use primitive polynomials which do not have sparse multiples of moderate degrees. In this paper, we study the existence of primitive polynomials which do not have sparse multiples of moderate degrees, and the density of such primitive polynomials among all primitive polynomials. Our results on the existence and density of such primitive polynomials are better than the previous results in the literature.
I. INTRODUCTION
Consider a stream cipher and a linear scrambler of a communication system. A linear feedback shift register (LFSR) is a basic component for both the linear scrambler and stream cipher. In most communication systems, to achieve the maximal period for the sequences produced by the LFSRs, binary primitive polynomials are used as the feedback polynomials of the LFSRs for linear scramblers and stream ciphers. In a non-cooperative context, neither the feedback polynomials nor the initial states of the LFSRs are known by any third party. In the case of stream ciphers, the LFSR initial states are actually the secret keys. Therefore, the reverse-engineering of a linear scrambler and a stream cipher includes recovering the initial states and reconstructing the feedback polynomials.
The problem of recovering the secret keys of stream ciphers has been extensively studied [2] , [3] , [5] , [9] , [10] , [13] - [19] . For example, one of the effective approaches for recovering a secret key is known as the correlation attack in the literature [2] , [14] . The problem of reconstructing the feedback polynomials of a stream cipher has been studied later (see, for example, [1] ). Following an idea similar to that of [1] , procedures for reconstructing the feedback polynomials of the LFSRs for linear scramblers have been proposed recently [4] .
Both recovering the LFSR initial states by the abovementioned correlation attack and reconstructing the feedback polynomials highly rely on an assumption, that is, they require that the feedback polynomials have sparse multiples of moderate degrees. Hence, in order to build linear scramblers and stream ciphers that are robust against reverse engineering, we should use primitive polynomials which do not have sparse multiples of moderate degrees. Then, a natural and fundamental question is, under what condition, would a primitive polynomial of degree not have any sparse multiple of a moderate degree? Further, if we randomly take a primitive polynomial of degree , what is the probability that the primitive polynomial does not have any sparse multiple of a moderate degree? The latter question is equivalent to what is the density of primitive polynomials of degree which do not have any sparse multiple of a moderate degree among all primitive polynomials of degree ?
Let us first give several definitions, and then precisely describe these questions. In this paper, all polynomials (including primitive polynomials and their multiples) are binary polynomials, i.e., polynomials with coefficients in the binary field (2) . A polynomial ( ) is called a multiple of a polynomial ( ), if there exists a polynomial ( ) such that ( ) = ( ) ( ). In the reverse engineering of scramblers and stream ciphers, only those multiples of primitive polynomials, which contain the constant term 1, are considered. Therefore, in this paper we only consider the multiples ( ) of primitive polynomials, which have a form In this paper, we have studied these problems. Note that some results on these problems have been given in [8] . Our results are better than the results in [8] , as we will see in Section 5.
The paper is organized as follows. In Section 3, we summarize the existing results related to Problems 1 and 2. The main results on the existence and density of primitive polynomials which do not have any sparse multiple of moderate degree are given in Sections 3 and 4, respectively. In Section 5, we compare our results with the existing results. We conclude the paper by Section 6.
II. RELATED WORK It is well known that any binary primitive polynomial ( ) of degree divides 2 −1 − 1. And = 2 − 1 is the smallest positive integer such that ( ) divides − 1 and + 1 (note that + 1 = − 1 as binary polynomials). As a result, we do not consider binomial multiples for Problems 1 and 2. Regarding trinomial multiples, some results have been given in [6] , [8] . We summarize the results in these papers as follows.
Proposition 2.1: ([6]
, [8] ) Let ( ) be a primitive polynomial of degree . Then (1) There exists a trinomial multiple of ( ), with degree less than 2 − 1.
(2) ( ) has exactly (2 −1 − 1) distinct trinomial multiples of degree less than 2 − 1.
(3) Suppose is the minimal degree of trinomial multiples of ( ). Then
(4) If is an even number, then
For more results on the multiples of a primitive polynomial, see [6] , [7] , [8] , [12] . However, these results do not answer Problems 1 and 2 directly, as we are interested in the multiples with moderate degree (that is, with degree ≤ which is polynomial but not exponential in ).
In [8] the author gave the following results. Though they presented some answers to Problems 1 and 2, in Section 5 we will show that our results are better than these results.
Proposition 2.2: ([8]) For a given
then there exists at least one primitive polynomial of degree which does not have any -nomial multiple of degree ≤ .
Proposition 2.3:
then the probability that a randomly chosen primitive polynomial of degree does not have any -nomial multiple of degree ≤ is
.
III. EXISTENCE OF GOOD PRIMITIVE POLYNOMIALS
In this section, we study Problem 1. For convenience, we call a primitive polynomial of degree , which does not have any multiple of weight at most and of degree at most , a good primitive polynomial.
We start with counting the number of binary primitive polynomials. Denote by the number of binary primitive polynomials of degree ; and denote by () the Euler's totient function. It is well known that the number of binary primitive polynomials of degree is given as
Regarding the Euler's totient function, the following are wellknown properties in the literature.
(P2) When is a prime, ( ) = − 1.
(P3) For any integer greater than 1, we have ( ) ≥ √ .
Instead of directly counting (or estimating) the number of primitive polynomials of degree which do not have any multiple of weight at most and of degree at most , we first give an estimate of the number of primitive polynomials which have multiples of weight at most and of degree at most . For ≤ 2 − 2 and ≥ 3, we denote by ( ; , ) the number of primitive polynomials of degree , which have a -nomial multiple of degree at most ; and denote by ( ; ≤ , ) the number of primitive polynomials of degree , which have a multiple of weight at most and of degree at most . The following is a key result of this paper.
Theorem 3.1:
The number of primitive polynomials of degree , which have a -nomial multiple of degree at most , is bounded from above by
where ⌊ ⌋ is the greatest integer smaller than or equal to . And the number of primitive polynomials of degree , which have a multiple of weight at most and of degree at most , is bounded from above by
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Now, for any polynomial of degree , it has at most ⌊ ⌋ factors of degree . Thus, the number of binary polynomials of degree , which have a -nomial multiple (that contains the constant term 1) of degree , is bounded from above by
Therefore, the number of binary primitive polynomials of degree , which have a -nomial multiple (that contains the constant term 1) of degree at most , satisfies
The second bound can be proved in a similar way. □
We are now ready to give a general condition on such that there exists at least one good primitive polynomial of degree .
Theorem 3.2:
For any satisfying
there exists at least one binary primitive polynomial of degree , which does not have any -nomial multiple of degree ≤ .
Proof: There exists at least one binary primitive polynomial of degree which does not have any -nomial multiple of degree ≤ , if the number of binary primitive polynomials of degree is strictly greater than the number of binary primitive polynomials of degree which have a -nomial multiple of degree at most . By Theorem 3.1, this is guaranteed by
Similarly we have the following result.
Theorem 3.3: For any satisfying
there exists at least one binary primitive polynomial of degree , which does not have any multiple of weight at most and of degree ≤ . ) and
are polynomial functions in . Therefore, when is greater than some value, it is always true that (2 −
This means that when is greater than some value, we always have primitive polynomials of degree , which do not have any sparse multiple of a moderate degree. Later, we will find out these interesting values for the most important cases, that is, the cases of 3 ≤ ≤ 5, = 1 and = 2. Moreover, the number of binary primitive polynomials (2 −1) , which is an exponential function in , is much greater than the polynomial functions in , namely
, when is large enough. This implies that for large , most of the primitive polynomials are good primitive polynomials. In the next section, we give two lower bounds on the probability of a randomly chosen primitive polynomial to be a good primitive polynomial. □ 
IV. DENSITY OF GOOD PRIMITIVE POLYNOMIALS
Denote by˜( ; , ) , the number of primitive polynomials of degree , which do not have any -nomial multiples of degree at most ; and denote by˜( ;≤ , ) , the number of primitive polynomials of degree , which do not have any multiples of weight at most and of degree at most . Then, the density of primitive polynomials of degree which do not have any -nomial multiple of degree ≤ , among all primitive polynomials of degree , is defined as the ratiõ 
The density of primitive polynomials of degree which do not have any multiple of weight at most and of degree ≤ , among all primitive polynomials of degree , satisfies
From this theorem, for any given we can easily estimate the density of good primitive polynomials. As an example, from Theorem 4.1 surprisingly we get the following result, which implies that almost all the primitive polynomials of degree ≥ 75 do not have any multiple of weight ≤ 5 and of degree ≤ 2 .
Corollary 4.2:
When ≥ 75, more than 99.9999% of the primitive polynomials of degree do not have any multiple of weight ≤ 5 and of degree ≤ 2 .
Let us see more numerical results. In the following figures (namely, Figures 1 and 2) we show the density of primitive polynomials which do not have any multiple of weight ≤ 5 and of degree ≤ 2 . In the figures, the horizontal axes represent the degree of the primitive polynomials; the vertical axes represent the density. The curves represent the values of the
of the density given by Theorem 4.1.
From Figure 1 we see that when ≥ 57, more than 90% of the primitive polynomials of degree do not have any multiple of weight ≤ 5 and of degree ≤ 2 . When ≥ 70 the percentage of such good primitive polynomials is approaching 100%.
In Figure 2 , we have a closer look at the case of degree ≥ 70. And we can see that when ≥ 71, more that 99.99% primitive polynomials of degree do not have any multiple of weight ≤ 5 and of degree ≤ 2 .
V. COMPARISON OF OUR RESULTS WITH PREVIOUS

RESULTS
In paper [8] , the author studied the existence of primitive polynomials of degree , which do not have any -nomial multiple of degree ≤ . It was showed that (see Theorem 5 of [8] , or Proposition 2.2 of this paper) when
there exists at least one primitive polynomial of degree which does not have any -nomial multiple of degree ≤ . Let us compare our result in Theorem 3.2 with the result in [8] . Denote by ( , ) a lower bound such that when ≥ ( , ) , there exists at least one primitive polynomial of degree which does not have any -nomial multiple of degree ≤ . From Theorem 3.2 and [8], we can compute two values of ( , ) , respectively, for any given pair ( , ).
In the following table, we include the values of ( , ) for the cases of = 2, 3, 4, and = 3, 4, 5. In the table, the rows 2-4 are for = 2 and = 3, 4, 5, respectively. The rows 5-7 are for = 3. And the rows 8-10 are for = 4. The second column shows the results from [8] . And the third column shows the results from our Theorem 3.2. It is clear that for any given ( , ), our value of ( , ) is much smaller than that of [8] .
In Table 1 , our results show that it is not necessary to have ≥ 52 to find good primitive polynomials. In fact, one can
The results in [8] Our results = 3 (3,2) = 52 [8] find good primitive polynomials for smaller , which translates to lower implementation complexity. Obviously, the smaller the value of ( , ) , the better the result.
In [8] the author claimed that it could be proved that for
, there exists at least one primitive polynomial of degree which does not have any -nomial multiple of degree ≤ . However, our result in Theorem 3.2 is still better than this result in [8] . In fact, it is easy to prove that ( − 1)
. Thus, any
. Hence, our lower bound ( , ) is still smaller than that of [8] . Theorem 3.3 gave a condition on such that there exists at least one good primitive polynomial of degree .
Obviously, this result is independent of Theorem 3.2. For example, from Theorem 3.2 we have proved that when ≥ 41, there exists at least one primitive polynomials which does not have any 4-nomial multiple of degree ≤ 2 . However, ≥ 41 will not guarantee that there exists at least one primitive polynomials which does not have any multiple of weight at most 4 and of degree ≤ 2 . Next, let us compare our results on density of good primitive polynomials, i.e., Theorem 4.1, with the results in [8] . As mentioned above, ( − 1)
, which implies that
Therefore, our results in Theorem 4.1 are better than the results in [8] .
VI. CONCLUSION
It is known that linear scramblers and stream ciphers are more vulnerable to reverse engineering if their LFSRs have sparse multiples of moderate degree. Hence, in order to improve the security of a digital communication system, we should use primitive polynomials that do not have any sparse multiple of moderate degree as the feedback polynomials. In this paper, we have studied the conditions on the existence of such primitive polynomials, as well as the probability that a randomly chosen primitive polynomial does not have any sparse multiple of moderate degree. We compared our results with previous results, and our results show that there exist good primitive polynomials of smaller degree and are better than the existing results.
